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We have formalized the P4 language in the interactive theorem prover (ITP) HOL4 based on its 

official specification. This allows us to formally prove contracts (e.g. Hoare triples) that guarantee 

the functional correctness of P4 programs, which in turn ensures the confidentiality, integrity and 

availability of high-assurance programmable network elements.

We also use CakeML[3] to verifiably compile our ITP-defined P4 interpreter to binary.
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Why formal verification?

• Proofs can reason over large, 

even infinite sets of cases

• Checkable mathematical

proofs minimize TCB

• Requirements for highest

assurance levels (Common 

Criteria, …)

Testing shows 

the presence, 

not the absence 

of bugs!
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